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e OWASP DependencyCheck

e OWASP DependencyTrack

e Sonatype OSS Index . ELEE&
e Github Dependabot
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Scan your projects for open source vulnerabilities, and build security into your development
toolchain with native tools and integrations. The following scan tools all utilize the OSS Index
public REST API.

< Java/ VM Js JavaScript

¢ Maven plugin ¢ AuditJS scans npm projects

e Gradle plugin e VS Code plugin

¢ Maven Enforcer rules
B Go @ C/C++

e Nancy scans Golang projects e Cheque scans C/C++ projects
‘® -NET @ Python

o Audit.NET scans NuGet projects ¢ ossaudit scans Python projects

e DevAudit is a cross-platform security auditing tool e Jake scans Python and Conda projects
@@ PHP 4 Ruby

e Bach scans Composer projects e Chelsea scans Ruby projects
® Rust ® R

e Cargo Pants scans Cargo projects e oysteR scans R projects
@ Other

© Sonatype DepShield continuously monitors GitHub
projects for vulnerabilities

@& Ahab scans apt and yum operating systems
OWASP Dependency-Check is an SCA utility for
scanning project dependencies

OWASP Dependency-Track is a component analysis
platform

OWASP
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Pullrequests Issues Marketplace Explore

<> Code (@ Issues 1 11 Pull requests 18 [ Projects 0 E1E Wiki lili Insights

[Security] Bump sshpk from 1.13.1t0 1.16.1 #23

el NN dependabot wants to merge 1 commit into master from dependabot/npm_and_yarn/sshpk-1.16.1

5 Conversation 0 - Commits 1 & Checks © Files changed 1 +9 -5 mEEm

0 dependabot bot commented 3 days ago +@ o Reviewers.
No reviews
Bumps sshpk from 1.13.1 to 1.16.1. This update includes security fixes.

L . Assignees
» Vulnerabilities fixed

» Release notes
» Commits

No one assigned

Labels

Dependabot will resolve any conflicts with this PR as long as you don't alter it yourself. You can also
trigger a rebase manually by commenting @dependabot rebase .

Projects
None yet
» Dependabot commands and options
Milestone
@ (security] Bump sshpk from 1.13.1 to 1.16.1 - Verified | o 7471864 O Milestone
© @ dependabot bot addedmmbelssdays ago Notifications

) Subscribe

[ You're not receiving notifications
° All checks have passed Show all checks from this thread.
1 successful check

OWASP

Open Web Application
Security Project

1 participant
° This branch has no conflicts with the base branch e

Only those with write access to this repository can merge pull requests.
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Supported Bill-of-Material Formats

() CycloneDX

[ZsSPDX

Vulnerability Intelligence

Supported Notification Platforms

4+ slack

ii Microsoft Teams

él webhooks

NVvD T
2 DB

= Sonatype

OSS Index

%

dependency track

API Integration

Supported Repositories

@ RubyGems uhex
Maven & pupi

NMAM '@ nuget

474 OPENAPI
Y = INITIATIVE

@ Jenkins

Vulnerability Aggregation

ThreadFix
K=NNA
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National Vulnerability Database
NPM Public Advisories
Sonatype OSS Index

VulnDB

P




Ecosystem

gem
hex

maven

npm
nuget

pypi

(Tt

Repository
RubyGems

Hex

Maven Central
Atlassian Public
JBoss Releases
Clojars

Google Android
NPM

NuGet

PyPI

Resolution Order

1
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Portfolio Vulnerabilities

Portfolio Vulnerabilities

EZQE PN

11322

Inherited Risk Score

/S

5 (100%) 202 (9%)

Projects

Dependencies

204 (10%)

Auditing Progress

Components
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| Projects

39

Portfolio Vulnerabilities

dt-demo1

Project Name

iInerabilities

Component Version Group 4 Vulnerability CwE 4 Severity 4 Analysis 4 Suppressed $

299 com fasterxml.jackson.core

CWE-502 Deserialization of Untrusted Data
Showing 1 to 2 of 2 rows com fasterxml jacksan.cor ntrolled Modification
com fa CWE-502 Deserialization of Untrusted Data
com fa CWE-502 Deserialization of Untrusted Data
com fa CWE-502 Deserialization of Untrusted Data
com fa CCWE-502 Deserialization of Untrusted Data
com fa CWE-502 Deserialization of Untrusted Data
com fa: CWE-502 Deserialization of Untrusted Data
com fa:

CWE-502 Deserialization of Untrusted Data

299 comfasterxml.jackson. CWE-502 Deserialization of Untrusted Data

10 ~ | rows per p:

UWASP
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Components [/ jackson-databind » 2.9.9

jackson-databind » 2.9.9

i Projects |1

Showing 1to 1 of 1 rows

) OLUASP

Open Web Application
Security Project




3.4 fF%

11T Jenk

g

~

ZEEEEfES

® ® ® @ AAATEST [Jenkins]

d C
® Jenkins

Jenkins Acme Example

} Back to Dashboard
Status
= Changes
¥ workspace
$) Build Now

@© Delete Project

4 Configure
Build History

@ #aa Nov 9, 2018 6:00 PM

@ #43 Nov 9, 2018 5:56 PM

@ 2 Nov 9, 2018 5:55 PM

@ #a1 Nov 9, 2018 5:50 PM

@ #40 Nov 9, 2018 5:46 PM

@ #39 Nov 9, 2018 5:36 PM

@ #38 Nov 9, 2018 5:36 PM

@ #7 Nov 9, 2018 12:41 AM
@ #36 Nov 9, 2018 12:35 AM
@ #35 Nov 9, 2018 12:34 AM
@ # Nov 9, 2018 12:15 AM
@ #33 Nov 8, 2018 2:42 PM

@ 2 Nov 8, 2018 12:18 PM
@ #31 Nov 7, 2018 10:51 PM
@ #30 Nov 6, 2018 5:28 PM

9 #29 Nov 6, 2018 5:08 PM

type a URL

Project Acme Example

’
(‘E Workspace

_# Recent Changes

Permalinks

« Lastbuild (#44), 2 hr 45 min ago

« Last stable build (#44), 2 hr 45 min ago

« Last successful build (#44), 2 hr 45 min ago
. La

t failed build (#1), 7 days 5 hr ago
build (#1), 7 days 5 hr ago.

ies

vulnerabil

18

15
12

AT

insfdif, 7L {E K SBOM

‘add description

Disable Project

Dependency-Track Trend

#a7

#i2 #a2 #2 #2 #2 #43 #44
O- Critical High Medium Low

® ® ® @ pependency-Track Report [Jer

Jenkins Acme Example #44

d Back to Project
Status
= Changes
B Console Output
= Edit Build Information
@© Delete Build
{D’ Dependency-Track

Previous Build

Dependency-Track

Dependency-Track Results

SEVERITY DISTRIBUTION
1

Name
timespan
uglity-js
adm-zip
hoek
growl

Title

Subtitle

Description

Recommendation

Analysis

stringstream

tunnel-agent

Version Group Vulnerability Severity cwE
230 New| 533 S Low CWE-400 Uncontrolled Resource Con
2424 wew 48 Low CWE-400 Uncontrolled Resource Con...

0.4.4 681 High
566
192 146

Gommand Injection

CWE-29 Path Traversal: \\..\filename"

2163 Medium

[«

CWE-471 Modification of Assumed-I.

GWE-94 Improper Gontrol of Generati

growl

Affected versions of “growl do not properly sanitize input prior to passing it into a shell command, allowing for arbitra
ry command execution

Update to version 1.10.2 or later.

0.05 Nei| 664 Medium CWE-125 Out-of-bounds Read

043 wew| 598 Medium CWE-20 Improper Input Validation

OWARSP

Open Web Application
Security Project




3.5 A JH

NIEZL

—h

—1

o

e

R

T
g%

KT

o Y ¥FEmail. Microsoft Teams. SlackZ:HElE

/ Administration

= Configuration

Analyzers

Repositories

= Notifications

Alerts

= Integrations

= Access Management

Templates

Name

Console

Email

Microsoft Teams

Outbound Webhook

Slack

Showing 1 to 5 of 5 rows

TR BA

\ SBOM

DependencyTrack

E7ge gz 1IN
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Microsoft Active Directory
* ApacheDS
* Fedora 389 Directory
* NetlQ/Novell eDirectory
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* DependencyTrack \ BTt FIEAHAPI First 50U, BRI < 41 BA <
22 4= RN AT DL A APICASE B B 21 5E il 46 75 2K

Swagger Ul
99

[€l * Swagger Ul Console | chrome-extension://ljlmonadebogfjabhkppkoohjkjclfai/index.htmi?url=http://I... ¥¢

{} Swagger http://localhost:8090/api/swagger.json Authorize Explore

Dependency-Track API

version Show/Hide | List Operations | Expand Operations

bom Show/Hide | List Operations | Expand Operations

component Show/Hide | List Operations | Expand Operations

dependency Show/Hide | List Operations | Expand Operations

license Show/Hide | List Operations | Expand Operations

metrics Show/Hide | List Operations | Expand Operations

proiect Show/Hide | List Operations | Expand Operations

scan Show/Hide | List Operations | Expand Operations

search Show/Hide | List Operations | Expand Operations

team Show/Hide | List Operations | Expand Operations

user Show/Hide | List Operations | Expand Operations

vulnerability Show/Hide | List Operations | Expand Operations

[ BASE URL: /api , ApI VERsION: 3.0.0 ] \ D l I l H S p

Open Web Application

Security Project
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"D{epéh'_de'ncyTrackE'Z%jfiﬁ%ﬁ' f CY'CIJoneI;Z')'X“ BOMs

buildscript {

repositories {
mavenCentral()
maven {

url "https://jitpack.io"
I

¥
dependencies {
classpath "com.cyclonedx:cyclonedx—gradle-plugin:1.2.0"
I
}

apply plugin: "org.cyclonedx.bom"

PLGradlef g T. BN, 5] A CycloneDXHd{4 KA i SBOM
VEE, ZIEM T A T EMaven G EHNE, TN TEE 203

) OLUASP
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HEZF 4 FJenkins Plugin, BCE &IH, ~EIPIRADT

1. EDependencyTrackEF' AFE K B BN 4 K = I A2 B API Key

Home / Administration

Configuration

Repositories

eeeeeeeeeeeee

Notifications Administrators

= Integrations Automation

Portfolio Managers
eeeeeeeeeeeeeeeee

sssssssss

aaaaaaaaaaaaaaaaaaaa

AAAAAAA
Permissions

@ | __ .
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2N NIF R AN, FlElenkins, ¥ B DependencyTrack(f Il 55 25 Hu kil £ API Key

Dependency-Track
Dependency-Track URL http://172.17.0.2:8080
APl oy I
Polling Timeout B
Auto Create Projects O

&) 0LuASP
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3.1t & Jobiz T cyclonedxBom iy &

4.BCE Job, W EE FE&Tbom.xmI XX/ 1E

~ Invoke Gradle script
O Invoke Gradle
@® Use Gradle Wrapper

Make gradlew executable

Wrapper location

Tasks

U

cyclonedxBom

Post-build Actions

- Publish BOM to Dependency-Track

Dependency-Track project dt-demo1 1

Artifact build/reports/bom.xml

Enable synchronous publishing mode

Risk Gate Thresholds...

Add post-build action ~

) OLUASP

Open Web Application
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it

= Audit (39
Search (5

Component Version Group 4% Vulnerability CWE 4 Severity 4% Analysis 4 Suppressed 4% c -

jackson-databind 9. com.fasterxml.jackson.core CVE-2020-8840 CWE-502 Deserialization of Untru... . Critical

jackson-databind 9. com.fasterxml.jackson.core YOl CVE-2020-11620 CWE-502 Deserialization of Untru... . High
jackson-databind 9. com.fasterxml.jackson.core [\CR CVE-2020-11619 CWE-502 Deserialization of Untru... . High
jackson-databind 9. com.fasterxml.jackson.core CVE-2019-14379 CWE-915 Improperly Controlled ... .Cr“iCal
jackson-databind 9. com.fasterxml.jackson.core E-2019-20330 CWE-502 Deserialization of Untru... . Critical
jackson-databind 9. com.fasterxml.jackson.core [Nl CVE-2019-16942 CWE-502 Deserialization of Untru... . Critical
jackson-databind 9. com.fasterxml.jackson.core =W CVE-2019-1 CWE-502 Deserialization of Untru... . Critical
jackson-databind 9. com.fasterxml.jackson.core -2019-12384 CWE-502 Deserialization of Untru... . Medium
jackson-databind 9. com.fasterxml.jackson.core VE-2019-1 CWE-502 Deserialization of Untru... . High

on-databind 9. com.fasterxml.jackson.core VE-2019-16943 CWE-502 Deserialization of Untru... .CriliCal

Showing 1to 10 of 39 rows | 10 =~ | rows per page
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1.75¢ & SMTPAR 55 2.1ENotifications > Alerts SZ B [ & — Alert

Create Alert

Name

E Enable email

From email address

@163.com

SMTP server

Email alert

Scope

Portfolio

Notification level
smtp.163.com )
Informational

SMTP server port Publisher

Email
SMTP username

1@163.com Create

SMTP password

Enable SSL/TLS encryption

Trust the certificate provided by the SMTP server

OWARSP

Open Web Application
Security Project
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3.FC B Alert, IHN T B2 MIMHSERE A MR S IE, U BEAH N 1) Scope

Alerts

Name Publisher Scope Notification level

Email alert Email PORTFOLIO INFORMATIONAL

Name Scope

Email alert v PORTFOLIO

Publisher class Scope

org.dependencytrack.notification.publisher.SendMailPublisher NEW VULNERABILITY

Notification level NEW_VULNERABLE_DEPENDENCY

INFORMATIONAL
GLOBAL_AUDIT_CHANGE

‘ Destination

PROJECT_AUDIT_CHANGE

BOM_CONSUMED

BOM_PROCESSED
Delete Alert

€. ) owAsp

Open Web Application
Security Project
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[Dependency—Track] New Vulnerability Identified 7+

‘ ‘ d- 2020118208 (28F) FF9:29
R

E1_

New Vulnerability Identified

Vulnerability ID: CVE-2020-13943
Vulnerability URL: http://172.17.0.2 /vulnerability/?source=NVD&vulnld=CVE-2020-13943

Severity: MEDIUM
Source: NVD
Component: pkg:maven/org.apache.tomcat.embed/tomcat-embed-core@9.0.22?type=jar

Component URL:  http://172.17.0.2/component/?uuid=a57f9fb7-c7bd-474d-9bca-3876f9ee2fc6

If an HTTP/2 client connecting to Apache Tomcat 10.0.0-M1 to 10.0.0-
M7, 9.0.0.M1 to 9.0.37 or 8.5.0 to 8.5.57 exceeded the agreed maximum number of concurrent streams for a c

S — OWASP

Open Web Application
Security Project
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FE QI Alert iy 1B FEXT 2K

Create Alert

Name

- ]

Scope

Portfolio

Notification level

Informational

Publisher

Vv Console
Email
Microsoft Teams
Outbound Webhook

\ L. /:\‘

AT i

, [ J5 7 Destination 1 E A X MAE BRI AT

Name Publisher

Portal Vulnerability Alert Slack

Name

Portal Vulnerability Alert v

Publisher class

org.dependencytrack.notification.publisher.SlackPublisher

Notification level

INFORMATIONAL

Destination

htt] ooks.slack.com/services/TBD4N325P/BBESP1HM
Limit to projects

Acme Portal

Scope Notification level

PORTFOLIO INFORMATIONAL

Scope

PORTFOLIO

Scope

NEW_VULNERABILITY

NEW_VULNERABLE_DEPENDENCY
@ GLOBAL_AUDIT_CHANGE
PROJECT_AUDIT_CHANGE

@ BOM_CONSUMED

@ BOM_PROCESSED

- Delete Alert

UWASE

Open Web Application
Security Project
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